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Financial Institution cyber attacks – How would insurance
respond?
Case Studies
1.

In November 2016 a leading UK retail bank suffered a sustained cyber-attack leading to the loss of USD
3,000,000 from the accounts of 9,000 customers. Thankfully no customer data was stolen however the
bank was forced to suspend all transactions for over 24 hours causing severe disruption for customers.
The bank was ordered to reimburse the losses sustained by each customer. The bank suffered substantial
reputational damage leading to a drop in share price as a number of senior bank officials provided
alternative explanations for the hacking.
Insurance response:
If the bank had a standalone cyber insurance policy then all loss of revenues that occurred as a result of
the suspension of transactions would have been covered, in addition to any increased costs of working
such as staff overtime to handle customer queries. The bank would have had access to 24/7 cyber security
experts to help identify and remedy the security breach. A crisis communication expert or public relations
firm would have handled all external communications on the bank’s behalf, minimising the potential for
further reputational damage. Finally, the cost of reimbursing the stolen customer funds could have been
covered if the bank had chosen to extend their cyber policy to include cover for the ‘electronic transfer of
funds’, although such extensions are usually subject to a substantial additional premium.

2.

One of the largest US banks suffered a data breach in 2014 losing the records of over 76 million
customers. The information included names, addresses, telephone numbers and some customer credit
card information. The bank was required to monitor the account information and card transactions
of all customers affected as well as notify each customer and regulators of the breach. Substantial
regulatory fines were levied against the bank and some customers started a class action law suit against
the organisation for a breach of privacy. In 2017 this bank purchased the largest standalone cyber policy
ever written, with a limit of over USD 600 million.
Insurance response:
All costs associated with notifying each customer of the breach, as well as the relevant regulator, would
have been covered under a cyber policy. Furthermore, credit monitoring costs and any fines, penalties
or assessments undertaken by the Payment Card Industry Data Security Standards Authority (PCI DSS)
for the improper handling of customer credit card information would be picked up under the cyber
policy as well as the legal expenses arising from the any class-action lawsuit or regulatory defence
costs. Finally, depending upon the legal jurisdiction the bank is based in then the regulatory fines and
penalties could also be covered.

3.

In May 2017 several Russian banks were compromised by the global ransomware attack known as
WannaCry. This form of malware restricts access to company systems by encrypting all information
and only unlocking access once a ransom demand was paid in the crypto-currency bitcoin. One of the
banks was unable to process transactions for over 10 hours with staff forced to work over the weekend
to manage customer queries.
Insurance response:
A specialist 24/7 cyber security expert would have been provided to the bank to attempt to restore
access to the systems and negotiate with the cyber-criminal, if possible. This expert would also conduct
a cost benefit analysis on behalf of the insurer to determine if it worth paying the ransom, something
that insurers are increasingly willing to do. Any loss of revenue and increased cost of working that
resulted from the system down-time would also be covered under the Business Interruption section of
a cyber policy.
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4.

A European bank was an active user of social media as a means of generating awareness about new
products. Their marketing department became very active on several networks including Twitter,
YouTube and Facebook. It also actively encouraged employees to post content on these networks.
Even though the company had a stringent social media policy in place, one of its employees posted
defamatory content out of hours about a rival organisation. The comment led to a defamation claim
against the organisation.
Insurance response:
The legal expenses that arise from any action brought against the bank as a result of the defamatory
comments posted online would be covered under the Media Liability section of a cyber policy.
Furthermore the firm would have been provided with a crisis communication expert to help manage
the situation in the public eye and the effect this might have on the bank’s brand and reputation.

5.

A distributed denial of service attack (DDoS) was undertaken by a group of hackers, believed to be from
North Korea, against a small African bank, corrupting the companies systems with malware and forcing
their website offline for over eight hours. The malware worked its way through the banks computer
network corrupting, and in some cases deleting, files which included confidential financial information
relating to their own activities and their customers.
Insurance response:
A team of 24/7 forensic IT experts would be on hand to isolate the malware and restore all data that
had been corrupted or deleted. These experts would then ascertain exactly how the malware had been
able to infect the system before implementing the necessary security upgrades to make sure it doesn’t
happen again. The costs in getting the website fully functioning again would also be covered as would
any revenue lost as a result of the data breach.

6.

A leading US investment bank had no customer access to its online banking phone applications for over
15 hours due to the outsourced IT service provider responsible for hosting the function suffering a cyberattack. The bank suffered substantial costs in attempting to restore the issue using its own IT staff before
ascertaining the fault was due to their service provider rather than any breach of their own systems.
Insurance response:
Had this bank purchased a cyber policy then a team of IT experts would have been on hand to react to
the issue on their behalf without the need to deploy teams of internal IT experts, reducing productivity
across the business. Any loss of revenue and increased costs of working would be covered under the
contingent business interruption element of the cyber policy. This cover will, generally speaking, apply
to any company providing IT services for an insured.
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This document is intended merely to highlight issues and not to be comprehensive,
nor to provide legal or other advice. United Insurance Brokers Limited (UIBL) accepts
no responsibility for loss which may arise from relying on information contained in
this presentation.
The contents of this document are protected by copyright under international
conventions. You may read it and make copies for your own personal use. You
may also give copies (in paper or electronic form) of reasonable extracts on an
occasional basis free of charge to others for their personal use, on terms that (i)
UIBL is acknowledged as the source, (ii) the text is not altered in any way, and (iii) the
attention of recipients is drawn to this notice. Except with the prior written consent
of UIBL all other use and copying of any of the contents of this presentation in any
way are prohibited.
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