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Update on London Cyber market
The UIB Cyber team is well placed in the Lloyd’s market, priding itself on the ability to place complex risks in
traditionally high risk cyber territories. We have been referred clients by underwriters when other brokers are
unable to find the necessary capacity to complete a placement. The diverse nature of UIB’s clientele has meant we
place business into almost every market in Lloyd’s and have a deep understanding of risk appetite and capacity
constraints for each, unlike many of our peers who rely on line slips to place solely US business.
In its Risk Barometer report for 2020, Allianz Global Corporate & Specialty SE note that, based on a 39% response
rate from more than 2,500 risk managers in more than 100 countries and territories, for the first time this year
cyber incidents are ranked as the top peril for companies worldwide. This risk is clearly significant for both
large and small organisations internationally. The Covid-19 pandemic has seen a dramatic rise in claims. With
notifications up over 65% over the same 3 month period last year, cyber risk continues to move from being viewed
as an IT issue to a strategic priority for any board of directors.
The diverse drivers of cyber-attacks have never been more evident than in recent weeks. On July 16th the UK
Government announced that they believed the Russian Government had attempted to hack the Oxford University
research laboratory responsible for developing the vaccine for Covid-19. This shows how state backed aggressors
have the ability to target almost any organisation should they choose, whilst the drop in robust cyber security
practices during the ‘working from home environment’ has reduced the ability for many organisations to protect
themselves effectively.
Cyber insurance remains the fastest growing line of insurance in the world, with re/insurance gross written premium
expected to grow from approximately USD 4.5 billion in 2019 to over USD 7 billion by 2025. The rapid growth rate
in the market, significant recent insured losses and lack of standardisation across different product offerings, has
seen regulators, insurers and supranational bodies implement guidance to support the long term sustainability of
the market over the past few months. For example, the Organisation for Economic Co-operation and Development
(OECD) published its report on the sustainability of cyber insurance in January 2020, pointing to a number of
factors that would enable the market to continue to grow sustainably. The findings of this study pointed to the
need to address ‘silent cyber’ (cyber cover provided in a non-affirmative way via traditional insurance policies), to
provide increased scrutiny of previous claims data, and clearer guidance on the insurability of certain aspects of
cyber cover, e.g. ransoms and fines, to ensure the market remains sustainable long term.
Whilst the rapid increase in claims in recent years has begun to see the cyber market harden, it has also enabled
insurers to review claims data for over a ten year period, leading to greater underwriting scrutiny and more
effective pricing of different cyber exposures. Recent analysis by the Association of British Insurers (ABI) has
demonstrated that 99% of cyber insurance claims are paid, one of the highest rates of any lines of business. The
importance in obtaining high quality claims information has also reinforced insurers’ belief in the requirement for
specialist cyber expertise during the underwriting and placement process. As a result of this more insurers and
MGAs than ever before now have dedicated standalone cyber teams indicating that both insurers and London
market regulators view cyber as an important and sustainable long term market.
On the need to address the concern of “Silent Cyber” insurance, The Prudential Regulation Authority (PRA)
have required insurers whom they regulate to deal with this issue, this is in conjunction with the Lloyd’s Market
Association (LMA) launching a range of new, updated cyber exclusion clauses (e.g. LMA 5402/3) that were to be
applied to all first party property (including Cargo, Marine Hull and War) effective from January 1st 2020. These
clauses have been designed to replace the traditional but ageing CL380 and NMA2914/5 which had grown to be
widely viewed as outdated given the changing nature of cyber threats and these clauses reliance upon ‘malicious
intent’ in their wording. The Lloyd’s requirement for carriers to either affirmatively cover or exclude cyber risk
across different lines of business throughout 2020 and 2021, with Treaty and Liability markets the next to follow
from September 2020, is designed to remove policyholder ambiguity in the event of a ‘silent cyber’ loss and
further increase demand for standalone cyber insurance. Furthermore, by clearly defining cyber cover offered in
traditional lines of business insurers will be able to more effectively manage their cyber aggregation and deploy
capital in a more sustainable way.

2

Cyber reinsurance offering | 2020

United Insurance Brokers Ltd
Cyber

Another important change that has occurred in the cyber market over the past eighteen months is that the
accumulation of capacity for US cyber risks has seen many insurers actively try to diversify their cyber portfolios
both geographically and by industry sector. Whilst the market remains dominated by US risks, chiefly due to the
long standing and onerous data protection laws within the USA, international uptake has increased dramatically
in the past few years. In 2018 London market (re)insurers typically had a book of business made up of 95% US
business with only 5% being rest of the world risks. This figure is now down to around 70% US business, and
continues to fall dramatically as a result of strict data protection laws having been implemented across new
territories, for example the EU General Data Protection Regulation (GDPR), as well as in Singapore, Australia and
Brazil, which continues to drive demand for affirmative standalone cyber insurance.

Covid-19 update
The Covid-19 pandemic has seen losses from social engineering and ransomware attacks massively increase over
the past few months, with many firms failing to implement their normal cyber security procedures in the ‘working
from home’ environment. The rapid increase in cyber-crime during the pandemic, with ransomware attacks up by
190% over the same period in 2019 with a 50% spike in April from March 2020, has seen demand for standalone
cyber policies skyrocket over the past quarter.
Financial pressures resulting from Covid-19 are affecting all parties. On the one hand, buyers in many sectors
have been faced with a huge drop in revenue caused by the down-turn in global demand. On the other hand, the
increase in insurer claims over recent months, especially since the advent of “Working From Home”, has resulted
in the cyber insurance market beginning to harden for the first time. Consequently, in 2020 Cyber reinsurers have
typically been seeking to impose rate increases in the region of 5% to 7.5% for non-USD renewals, with many US
exposed accounts seeing double digit rate increases.
Coupled with this there has been a tightening in some terms and conditions being offered by reinsurers– for
example, Covid-19 specific subjectivities and implementation of working from home related conditions, such as
the ‘unencrypted portable media device’ exclusion.
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Stream 1 – UIB facultative Cyber reinsurance solution: Large
corporate clients
Specific London market:
UIB has strong relationships with a large number of London reinsurance markets with many expressing a strong
desire to support UIB’s clients in developing a Cyber insurance book through the provision of facultative support
on a case by case basis. London reinsurers have a number of similar arrangements in place with insurers around
the world, usually structured on a prior submit basis meaning that individual risks are referred to underwriters to
provide quotations.

Product offering
As a general overview of how such an arrangement could work for larger organisations seeking Cyber cover,
please find the key for consideration outlined below
●●

Underwriting: Cedants to refer risks to the reinsurer for review on a case by case basis with terms then
provided within an agreed upon time frame.

●●

Claims: All claims are to be handled by the reinsurer or their appointed specialist on behalf of the company.

●●

Line sizes: Up to USD 100,000,000

●●

Minimum Premium: Currently USD 15,000 but can be reduced depending on the risk and reinsurer.

●●

Retention: This will depend entirely on the preference of the cedant with reinsurers happy to negotiate this
figure, however a retention of between 10 – 15% would be the average figure for such an arrangement.

●●

Deductibles:

●●

––

Monetary: Minimum USD 30,000 for turnover up to USD 200 million;

––

USD 50,000 – 500,000 for turnover between USD 200 million to USD 1 billion;

––

USD 500,000 to USD 1 million for turnover in excess of USD 1 billion.

––

Time Retention: Minimum of 10 – 12 hours for business interruption.

Appetite: Global appetite across a diverse range of industries.
––

Exclusions: 100% ICT focussed companies; online gambling and other ‘immoral activities’; retailers with
over 60% of turnover derived from online sales, payment processors.

Available extensions/additional coverage:
Underwriters have stated their willingness to provide the following extensions to enhance a company’s cyber
offering, with a rough indication on pricing provided for each below:
Media Liability Extension – typically subject to a 10% additional premium.
Reputational Harm Extension – typically subject to a 20-30% additional premium.
Social Engineering Extension- typically subject to a 20-30% additional premium, this cover is now typically sub
limited to between USD 100,000-500,000. Due to the large number of cyber-crime losses in recent years this cover
can now only be purchased up to a sub-limit.
Technology errors and omissions- for liability arising from the delivery of tech products and services. Pricing can
only be indicated on a risk by risk basis.
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Cyber Induced Physical Damage- With more cyber exclusions being applied on client’s property policies, this gap can
be addressed with numerous markets within the Cyber market. Pricing can only be indicated on a risk by risk basis.
Furthermore, one of the key benefits of the current Cyber market is that coverage can be sought on a modular
basis, meaning that clients need only select the covers most pertinent to their risk exposure. Premiums can
therefore be discounted for clients not wishing to obtain the full range of Cyber covers on offer within the policy,
with the discount calculated according to the client’s risk profile.

Stream 2 – UIB SME Cyber offering
Proposed SME Cyber solution
A number of London reinsurance markets have recently expressed interest in assisting UIB to offer a cyber product
to a portfolio of clients across the world.
The product will be offered on a reinsurance basis which is designed to allow Insurers to embed cyber cover into
their current policies without the need to take on the exposure or develop an incident response capability.
Markets would be able to take up to 100% of the reinsurance and can provide options for cedants to retain some
of the risk and premium if desired, usually around 10 – 15%.
The arrangement will mean that Reinsurers will underwrite on a portfolio basis e.g. when they have a basic
understanding of the following points:
●●

Number of policies that cover can be bolted on to

●●

The current policy that it will attach to i.e. financial lines, property and the wording

●●

Average premium and confirmation that the portfolio isn’t loss making

●●

Revenue branding of the portfolio (approx. number of policy holders in each revenue band and minimum
and maximum revenues within the policy)

Please see below an example table of how the programme can be structured, depending on PGA Sompo’s needs:

Method

Number
Banding (US$) of policies

Limit (US$)

Automatic add-on

0-10m

25,000

Automatic add-on

10-20m

50,000

Automatic add-on subject to
warranty statement (attached)
Prior Submit- depending on
industry sector

Retention

20-50m

                                                  

100,000

50m-100m

                                                  

Prior Submit

Prior Submit

Prior Submit

100m-500m

                                                  

Prior Submit

Prior Submit

Prior Submit

500m+

                                                      

Prior Submit

Prior Submit
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Structure
Bronze – Cyber “bolt- on” coverage
Bolt-On cyber cover for a portfolio of clients with low risk and low revenues (e.g. sub USD 100M) where we would
look to offer USD 50,000 limits added to all policies as standard. This bolt-on cyber cover can be endorsed to add
on to GL, E&O, D&O and property along with other commercial lines products with no underwriting questions. It
would be one flat premium, for all policies. Cover included within this will be as follows (again this can be tailored
to client’s requirements) (1):
●●

Ransomware Support

●●

Breach Notice Coverage

●●

Privacy Liability

●●

Security Breach Liability

●●

Cyber Business Interruption

●●

Media Liability

Silver – Additional limits for “bolt-on”
This option will be for clients that wish to ‘buy-up’ to increase their limit to USD 100,000- USD 250,000. Same
coverage as above with the clients revenues still sub USD 100M. For client’s wishing to purchase between USD
250,000- USD 500,000 this will have to be agreed on a prior submit basis depending on the client’s industry sector
and revenue band.

Gold – Stand-alone product
For clients wishing to purchase USD 500k limits and above, the insured would need to complete an SME application
form. The Insured will get a standalone product with additional cover as requested. Such additional coverages can
include the following (1):
●●

Contingent Business Interruption

●●

Reputational Harm

●●

Cyber Crime

●●

PCI DSS

●●

Cyber Extortion

Clients with revenues higher than USD100m will fall within this level.

Pricing
The pricing will be based on volume of clients that take up the offering. The higher the volumes we can achieve,
the lower the premiums that can be quoted. In order to provide firm pricing from a London reinsurer UIB would
require details on the number of accounts, including split by revenue and industry sector.

(1) Please find definitions for each cover in the wording provided.
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Added-value services and UIB Cyber panel
In creating this product we can partner with Cyber-Scout to provide integrated pre- and post- loss services and
total claims management available from their global experts. Such services can include (but is not limited to)
the following:
●●

Identity Management

●●

Fraud, Credit and Reputation Monitoring

●●

Cyber Security and Data Privacy Consulting

●●

Breach Education, preparation, response and Remediation

UIB also have a designated cyber panel of experts to assist our clients with pre and post bind services in order to
increase the overall cyber risk offering, these include the following:
●●

A leading cyber risk modelling company to enable us to use their applications to provide a more
comprehensive risk analysis of our facultative cyber accounts. One of the key offerings that we hope will
interest our client’s is the ability to assess the current cyber exposures contained within their current
portfolios (in light of the increase in cyber exclusion clauses WEF 1st Jan this year) or to provide risk
identification and specific underwriting solutions if the cedant would look to write cyber themselves in
the future.

●●

Operational Technology Cyber Risk specialists- This particular partner provides cyber security services
to Industry in Energy, Shipping, Utilities and Infrastructure markets. One of their core capabilities is
specialising in cyber security for the OT that operates a facility and keeps it safe.

●●

A further two partners offering senior cyber specialists who are able to provide cyber risk assessments
and live threat intelligence monitoring to cyber insureds in addition to a leading cyber defence specialist
specialising in critical infrastructure and ‘heavy industry’ clients, focussing on the design, implementation
and response to cyber threats facing industrial control systems.

●●

A Cyber Security firm who can work with clients to assess current vulnerabilities and offer solutions to
address these problems, this in turn will strengthen clients’ cyber resilience and provide further comfort
to (Re)Insurers, with the intention for (Re)Insurers to be able to offer more favourable terms.
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This document is intended merely to highlight issues and not to be comprehensive,
nor to provide legal or other advice. United Insurance Brokers Limited (UIBL) accepts
no responsibility for loss which may arise from relying on information contained in
this presentation.
The contents of this document are protected by copyright under international
conventions. You may read it and make copies for your own personal use. You
may also give copies (in paper or electronic form) of reasonable extracts on an
occasional basis free of charge to others for their personal use, on terms that (i)
UIBL is acknowledged as the source, (ii) the text is not altered in any way, and (iii) the
attention of recipients is drawn to this notice. Except with the prior written consent
of UIBL all other use and copying of any of the contents of this presentation in any
way are prohibited.
© United Insurance Brokers Limited 2020. All Rights reserved.
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